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A distributed control plane is more scalable and robust in software defined networking. This paper focuses
on controller load balancing using packet-in request redirection, that is, given the instantaneous state of the
system, determining whether to redirect packet-in requests for each switch, such that the overall control plane
response time (CPRT) is minimized. To address the above problem, we propose a framework based on Lyapunov
optimization. First, we use the drift-plus-penalty algorithm to combine CPRT minimization problem with
controller capacity constraints, and further derive a non-linear program, whose optimal solution is obtained
with brute force using standard linearization techniques. Second, we present a greedy strategy to efficiently
obtain a solution with a bounded approximation ratio. Third, we reformulate the program as a problem of
maximizing a non-monotone submodular function subject to matroid constraints. We implement a controller
prototype for packet-in request redirection, and conduct trace-driven simulations to validate our theoretical
results. The results show that our algorithms can reduce the average CPRT by 81.6% compared to static
assignment, and achieve a 3x improvement in maximum controller capacity violation ratio.

1. Introduction One crucial problem in a distributed controller system is to mini-
mize the control plane response time (CPRT), which can be regarded as
the elapsed time from the arrival to the completion for a network event.
The distribution of the data plane traffic is uneven [15], e.g., traffic
reaches peak volume at around 8PM [16], and switches at different
layers of hierarchical topologies significantly vary in flow arrival rates.
Therefore, some controllers sometimes endure excessive network events
and experience long CPRT, which leads to the deterioration of the

network transfer performance. Moreover, long CPRT has an impact on

Software defined networking (SDN) provides a logically central-
ized controller that decouples the routing logic from the underlying
forwarding elements. Since SDN delivers a flexible network manage-
ment platform and enables operators to deploy new network functions
rapidly, it has been widely used in the areas of data centers [2-4],
WAN [5-7], and edge computing [8-11].

As the scale of SDN expands, a single controller needs to take
charge of more and more switches, which leads to overload on pro-

cessing capacity. Especially, controllers at edge have limited computing
and bandwidth resources, and are prone to reach the performance
bottleneck. Besides, unstable wireless connections in edge networks
result in long communication delays between edge devices and a single
controller. Thus, the controller cannot timely get the status of the data
plane, and the edge devices suffer from a long response time from the
controller. Thus, [12-14] introduce the distributed controller system
where multiple controllers jointly manage switches in the data plane.

the agility of the control plane, and consequently the network changes
cannot be detected and handled timely.

In this paper, we address the problem of CPRT minimization using
packet-in request redirection among controllers. Packet-in requests are
the messages sent by switches when network events happen. In our
scenario, each switch is statically assigned to a fixed controller [17-19].
Formally, given the instantaneous states of the system (e.g., controller
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Fig. 1. Packet-in request redirection scheme.

load, packet-in requests arrival rate, etc.), our goal is to determine
whether to redirect packet-in requests, such that the overall CPRT for
all switches is minimized, while confining to the capacity constraints
of the controllers.

There are two lines of work on CPRT minimization. First, [20—
23] attempt to dynamically assign switches to controllers. For ex-
ample, in Fig. 1, controller C, is overloaded, and switch .S; can be
reassigned to C, or C;. This leads to unavoidable deployment cost
during controller migration (e.g., switch-controller connection setup).
Among these works, [21] proposes an algorithm with a non-constant
approximation ratio, which requires several iterations to achieve a
Nash stable solution. However, our algorithm obtains a result with a
constant approximation ratio in one round. Second, [24] proposes flow
redirection in the data plane. For example, in Fig. 1, flows arriving at S
can be redirected to .S, and S, reports packet-in requests. In this way,
C, substitutes C; for processing .S3’s packet-in requests. This incurs
the expense of pre-installing wildcard rules in the flow tables of .S,
S5, and S, for establishing the path between .S; and S,. Besides, [24]
needs to predict the arrival distributions of new flows, while our work
observes the instantaneous states and feed them to an online algorithm.
Moreover, existing work neglects the capacity constraint of buffers in
a controller. Most of them leverage the queuing theory and ensure
that the average processing rate is greater than the average arrival
rate. The above constraint on buffer capacity is weak and prone to
cause buffer overflow. Note that the overflow leads to packet loss,
which significantly affects the tail response time of packet-in requests.
Our work defines the constraint of buffer capacity explicitly in the
optimization problem and have a fine-grained control over the queue
length in the buffer.

In this paper, we propose a new scheme based on packet-in request
redirection. We depict it in Fig. 1, where C; meets a spike in packet-
in requests and causes long CPRT for S}, .S,, and .S3. In our scheme,
we redirect the packet-in requests of one switch (e.g., S;) to C,, and
harness underutilized processing capacity of C, to handle these re-
quests. On one hand, our scheme does not require controller migration
which is needed in dynamic switch assignment. On the other hand,
our scheme avoids pre-installing wildcard rules to establish paths for
flow redirection. This is because we can utilize the connection among
controllers, e.g., in Fig. 1, C, and C, are connected through the in-band
connection [25]. Note that our network model tracks the round-trip
time (RTT) between two controllers, e.g., RTT between C, and C,
in the above example. Furthermore, we consider different capacity
constraints of controllers in our scheme, and achieve a 3x improvement
in maximum controller capacity violation ratio compared to the related
works on CPRT minimization. We argue that our scheme has little
effect on the traffic overhead among controllers. For example, using
the reactive flow caching scheme proposed in SoftRing [2], a large
proportion of packet-in messages carry only the first 128 Bytes of a
table-miss flow.

We face two main technical challenges when dealing with the
packet-in request redirection problem for CPRT minimization. The first
challenge is that we need to make the redirection decision for each
switch without a priori knowledge of the arrival rates of packet-in
requests. The algorithm should capture the instantaneous state of the
system, and make the redirection decisions by jointly considering the
CPRT minimization and the capacity constraints of controllers in an on-
line manner. The second challenge is to efficiently obtain a redirection
decision with performance guarantee, for the online algorithm cannot
endure the long-time waiting for decision making.

We propose a framework based on Lyapunov optimization to ad-
dress the above two challenges. First, we substitute virtual queues for
capacity constraints of controllers, and combine a queue stability prob-
lem with the CPRT minimization problem using the drift-plus-penalty
(DPP) algorithm. Then, on each time slot, we derive a non-linear
integer program from the DPP algorithm, whose optimal solution can
be obtained with brute force using linearization techniques. Second, we
find that time overhead of obtaining redirection decisions is significant,
if simply leveraging Lyapunov optimization. Thus, we employ two
techniques for different purposes, which cooperatively ease the time
complexity of DPP algorithm in Lyapunov optimization. For faster
running speed, we use the greedy strategy to efficiently get an initial so-
lution, and recursively optimize it with the multiple knapsack problem.
We theoretically prove the approximation ratio of the greedy strategy,
which is related to the system parameters. To further pursue a constant
approximation ratio, we prove that the reformulated problem falls into
the scope of the problem of maximizing a non-monotone submodular
function subject to matroid constraints. Both the second and the third
ways provide approximate results, but each one has special advantages
under different settings, e.g., the second way has a faster running time,
while the third way has a more optimal performance improvement ratio
on average.

We construct a distributed controller system with Floodlight [26] by
leveraging the SyncManager module. For packet-in request redirec-
tion, we temporarily connect two controllers with a network channel,
which is kept active in a customized time interval to reduce connection
setup time for subsequent request redirection. We periodically measure
the round-trip time between any two controllers and report it to our
algorithm. Then, we conduct simulations to evaluate our proposed
algorithms. The results show our algorithms can reduce the average
CPRT by 81.6% compared to static matching, and are 3x better than
previous works on CPRT minimization in terms of capacity constraints.

2. Related work

CPRT minimization. Previous works on CPRT Minimization problem
consist of two types of treatments, ie., dynamic controller assign-
ment [20-23,27,28] and flow redirection in the data plane [24,29,30].
However, our approach is free from the controller migration, and
does not need to pre-install wildcard rules for establishing paths in
the execution of flow redirection. [21,22] focus on the dynamic con-
troller assignment mechanism, which have been already implemented
in [4,31]. Wang et al. [21] considered the switch-controller assignment
problem as a stable matching problem with transfer, and proposed a
two-phase algorithm, which combined the matching theory with coali-
tional games. Wang et al. [24] minimized the maximum value of CPRT
through flow redirection, which needed to pre-install wildcard rules
on switches. Wang et al. [29] studied the low delay route deployment
problem, which concerned the QoS performance degradation when the
control channels between switches and the controller were overloaded.
Huang et al. [28] offloaded control plane’s workloads to data plane,
and dynamically made the switch-controller association and control
devolution based on predicted request arrivals. Chai et al. [32] studied
the capacitated controller deployment problem, which achieves the
tradeoff between CPRT and the cost of controllers.
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Controller placement and assignment. The placement and assign-
ment of controllers are of vital importance to make the most of a
distributed controller system. Our problem can adapt the existing
works [17-19,33-36] to provide an initial controller-switch assign-
ment, and further reduces CPRT as the system is up and running. Heller
et al. [37] were the first to reveal two specific questions: how many
controllers are needed, and where should they go? Lange et al. [19]
presented POCO, a framework provided operators with Pareto opti-
mal placements with respect to different performance metrics. Yao
et al. [17] defined a capacitated controller placement problem, which
attached importance to the load of controllers. Moreover, Das et al. [38]
provided a comprehensive survey on the controller placement problem,
and illustrated its significance.

Connections among distributed controllers. Distributed controllers
are physically distributed across the network, but should have a con-
sistent view of the data plane. Some SDN controllers [39-42] design
various coordination protocols to logically connect the distributed con-
trollers. Other works [43-48] propose network models of distributed
controllers and optimize synchronization overhead. These network
models focus on the communication cost among controllers, which is
consistent with the model of packet-in request redirection. Namely, the
network conditions among controllers affect the decision of redirection.
Poularakis et al. [44] learned the SDN synchronization problem by
considering two different objectives, i.e., synchronization levels and
application performance. Zhang et al. [43] analyzed and quantified
the influence of synchronization levels on the average cost of the
constructed routing paths. Muqgaddas et al. [48] studied the pattern of
inter-controller traffic under different consistency levels, and developed
empirical models to quantify the traffic. Sakic et al. [49] used Stochastic
Activity Networks (SAN) to model a distributed control plane connected
by Raft, and analyzed the response time and availability metrics.

3. Models and problem statement

In this section, we first present the basic models of SDN and and
network event handling, and list the related notations in Table 1.
Then, we introduce the packet-in request redirection model, and list the
related notations in Table 2. Finally, we define the CPRT minimization
problem (CMP).

3.1. Network model in SDN

We consider the network topology in SDN as a two-tier structure,
i.e., the control and data plane, which are communicated through the
OpenFlow protocol. The control plane consists of K controllers, which
are denoted as C = {c,...,cg}. Since these controllers may locate in
different racks or sites, we use D(jj, j,) to represent the communication
delay between controller ¢ h and controller Cjye Namely, D(j,, j,) is the
time cost for a packet-in request to redirect from c;, to c;,, and return to
after processing. The processing rates of controllers are denoted as

C:
1

{ay,...,ag}. The data plane consists of N switches, which are denoted
as S = {sy,....sy}. During the configuration of SDN, a network

operator can associate a switch with one and only one controller for
network events handling. We denote A(i) as the associated controller
of s;. Besides, we consider a discrete time model where the arrival
rate of packet-in requests for a switch can be precisely measured. The
duration of a time slot is an alternative variable, denoted as 6. For
all switches in .S, we denote A(f) = [4,(?),..., Ax(?)] as the vector of
average arrival rates of packet-in requests on slot . We present a toy
example of our model on slot ¢ in Fig. 2, where there exist four switches,
ie, {s,5,,53 584}, and two controllers, i.e., {c|,c,}. The processing
rates of ¢; and ¢, are «; and «a,, respectively, and the communication
delay between them is D(1,2). For a switch, e.g., s, its arrival rate of
packet-in requests is A,(#), and its associated controller A(1) is c;.
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Fig. 2. Model of the packet-in request redirection.

Table 1
Basic notations.
Symbol Meaning
S S ={sy,...,sy}, set of switches
A() Associated controller for s;
C C ={c,...,cx}, set of controllers
t te{1,2,...,T}, time slots
) Duration of a time slot
D(jy. jp) Communication delay between ¢; and c;,
a; Processing rate of ¢;
A Vector of switches’ arrival rates of packet-in requests
M; Capacity constraint of c;
Table 2
Notations for redirection model.
Symbol Meaning
o®) Vector of controllers” waiting queue length
X;;(0 Indicator of whether to redirect s;’s packet-in requests to ¢; on slot ¢
0,(t) Total arrival rates of packet-in requests for c; on slot ¢
Ccr@) Transmission cost of processing s;’s packet-in requests on slot ¢
C,Q(t) Queueing cost of processing s,;’s packet-in requests on slot ¢
Ci(1) Total time cost of processing s,’s packet-in requests on slot ¢

3.2. Network event handling model

When a network event happens, a switch reports the event to its
associated controller. Thus, s; sends packet-in requests to A(i) with
the rate of 4;(r) on slot r. When receiving packet-in requests from s;,
A(i) may process them itself or immediately redirect them to another
controller. If s;’s requests are processed on A(i), A(i) will push these
requests into its FIFO waiting queue. A(/) continuously pull a request
from its queue and process it using the global network information.
We use vector Q(t) = [Q,(?), ..., Qg (D] to represent the waiting queue
length of controllers in C at the start of time slot . Furthermore, c; has
a capacity constraint of the waiting queue length, which is denoted as
M;. As shown in Fig. 2, the waiting queue length of ¢, ie., Q,(), is
four, and does not exceed the capacity constraint, i.e., M.

3.3. Packet-in request redirection model

We try to redirect packet-in requests to reduce their CPRT. We
denote a decision variable as X;;(¢), which is an indicator of whether
to redirect s;’s packet-in requests to ¢; on slot ¢. Note that all packet-
in requests from one switch on slot ¢ are not divided into multiple
parts, for some flexible NICs [50] can directly forward a packet based
on its header fields and speed up the operation of packet-in request
redirection. Consequently, we refer 0;@t) as the total arrival rates of
packet-in requests for c¢; on slot ¢, and express it as

N
0;(0) = Y X, (D40 ¢h)
i=1

The waiting queue length of ¢; on slot t + 1, ie., Q;@ + 1), can be
estimated as Q;(t+1) = max{Q;(1)+(0;(1)—a;)-5,0}. For example, X3, (1)
is set to one in Fig. 2, and thus s5’s packet-in requests are redirected to

¢;. We derive that 6,(t) = Z;Ll A;(t) and 0,(1) = A4(1).
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For packet-in requests from a switch, their CPRT consists of two
parts, i.e., the transmission cost and the queueing cost. First, the trans-
mission cost is derived from the packet dissemination between the
associated controller and the packet-in requests processing controller.
We denote the transmission cost of s; on slot  as Cl.T(t), which is
represented as

K
cl =Y X,;(0DAG), ). @
j=1

In Fig. 2, we redirect s;’s packet-in requests to ¢;. The processing results
of these requests are returned back ¢,, and directly sent to s;. Thus,
the transmission cost of s3’s packet-in requests, ie., C3T ), is D(1,2).
Besides, for s, s,, and s,4, the transmission costs are all zero, for their
packet-in requests do not need to be redirected.

Second, the queueing cost is generated by the packet-in requests
processing controller, whose waiting queue is not empty. The packet-in
requests will be queued until all earlier arrived requests have finished
processing. Since the accurate waiting queue length is hard to estimate,
we use the worst case of the queueing length on slot ¢, which is at most
Q;()+48-6,() for ;. Intuitively, the above worst case seems to batch all
packet-in requests of s; in the associated controller A(i) and redirects
the packet-in requests at the end of a slot. However, the implementation
of request redirection is in a streaming mode. A packet-in request of s;
will be promptly redirected to its processing controller c;. The worse
case aims to estimate the upper bound of queueing cost and does not
affect the implementation of redirection. Therefore, we denote CI.Q(Z) as
the queueing cost of s;’s packet-in requests, and express it as

K
cl@n = Z X0 - M. 3
Jj=1 J
In Fig. 2, the queueing costs of s;, s,, and s3 are all Q,() + 6 - 0,(),
while that of s, is Q,() + 6 - 6,(1).

Finally, CPRT of the packet-in requests from switch s; on slot ¢ is

the summation of the above two costs, and we denote it as

G =l +clo. “4)

Note that, the redirection decision is affected by two factors: the
inter-controller communication delay and the real-time queue length.
Intuitively, the redirection decision prefers a controller which has small
communication delay and is lightly loaded.

3.4. CPRT minimization problem

The distributed control plane for request redirection is a two-layer
structure. The upper layer is a central controller, which monitors
the real-time metrics of controllers and switches, e.g., Q(f) and A(f).
The lower layer consists of multiple worker controllers, which receive
packet-in requests and process them. The central controller instructs
worker controller to redirect packet-in requests.

The CPRT minimization problem (CMP) aims to minimize the over-
all CPRT by updating the redirection decision at the start of each
slot. After gathering metrics from controllers and switches, the central
controller constructs a new instance of CMP and calculates a new
redirection decision. At the start of the next slot, the central controller
updates the redirection decision of worker controllers to the new one.
An instance of CMP is formulated as follows:

T N
i C(t
min ngf (1)
s.t. Qj(t)SMj» vj 5)
K
Y X,0=1, Vit ©6)
j=1

X, €{0,1}, Vi, j

Note that X;; (s (i=1,...,N;j=1,...,K;t=1,...,T) are the decision
variables. Constraint (5) forces the waiting queue length not to exceed
the controller’s capacity. Constraint (6) ensures that packet-in requests
will be processed by only one controller.

CMP can be viewed as a variant of generalized assignment problem
(GAP), which is NP-hard. Furthermore, if we can observe the distribu-
tion function of A(f), a common way is to minimize the expectation
of the objective function in CMP to obtain the offline optimal result.
However, an offline algorithm is not suitable for scenarios such as the
data center, where network traffic volume is rapidly changing.

4. Scheme based on Lyapunov optimization

This section goes step by step in explaining our design of the
online analysis scheme. Note that Lyapunov optimization can provide
control over waiting queues of controllers and make a compromise
between CPRT minimization and controller capacity constraints using
the drift-plus-penalty (DPP) algorithm. Thus, we leverage Lyapunov
optimization in our model and prove that the gap between our online
decision and the offline optimal result is bounded. Specifically, we
first transform each controller capacity constraint in the time average
form, and further convert it to a queue stability problem. Then, we use
the DPP algorithm to solve CMP, and define the redirection decision
problem (RDP) derived from the DPP algorithm.

4.1. Conversion of capacity constraints

In CMP, waiting queue length of each controller should not exceed
its capacity, ie., Q;(t) < M; on slot 7.

Definition 4.1. For each ¢ ; € C, we define Q_j(T) as the time average
of Q;(¥) over the first T slots:

T
— 1
Qm=f;qm

and define Q_j as the limiting value of Q_j(T), when T — .

Due to traffic fluctuation, it is infeasible to guarantee that the
waiting queue length would not exceed the capacity on each time slot.
Thus, we leverage its time average, and limit it within the capacity
constraint, ie., Q_] < M;. We convert the controller capacity constraint
into the time average form, and further transform it into a queue
stability problem.

Definition 4.2 (Virtual Queue). we define a virtual queue Z(t) for each
j €{l,...,K}, with update equation:
Z;t+ ) =max{Z;)+Q;(t+1)— M;,0}. 7

We propose the following theorem, which shows that the rate
stability of the virtual queue Z (1) can infer Q ;< M;.

Theorem 4.1. For each c; € C, we define the rate stability of the virtual
queue Z,(T) as

lim sup ]E[ZJ(T)]/T =0,

T—oo

which can ensure the constraint of Q_/ <M,

Proof. Using the update equation of Z;() in Eq. (7), we get its lower
bound:

Z;i+1)2Z,0)+0;¢+1)— M. 8)

Then, we add up In Eq. (8) from time slot 1 to 7', and dividing T at
the both sides, we have E[Z,(T)]/T > -M; + ZLI E[Q;"]/T. When

T — oo,

0, <M;+ li;n_)sipE[Zj(T)]/T =M; 0O
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4.2. Lyapunov Optimization and DPP algorithm
Definition 4.3 (Lyapunov Function). We let Z(t) = [Z,(1),..., Zx(®)]

be the vector of all virtual queue backlogs, and define the Lyapunov
function L(Z(t)) as follows:

K
L(Z@) = % Z Z:0).
j=1

We use Eq. (7) to compute a bound on the shift in the Lyapunov
function from one time slot to the next:

K
L(Z(@t+1) - L(Z@) = % D (Zi+ )= Z7)
j=1
©

<

M=

: [%[Q,(r + 1) = M+ Z;(0lQ;(t + 1) - M/.]]_

J

Definition 4.4 (Lyapunov Drift). We define A(Z(t)) as the conditional
Lyapunov drift for time slot #:

AZ@®) =E[L(Zt+ 1) - L(ZW)IZ®)].

Theorem 4.2. We bound the value of A(Z(t)) as follows:

AZ@)<B+ i Z;0)-E[(Q;¢t+ 1) — Mp|IZ®)], (10)
where B is a aj)r_wtant value.

Proof. Using In Eq. (9), A(Z(t)) is bounded by
AZ@) =E[L(Z({+ 1)) - L(Z@®)| Z(@®)]

K
<E{ X [510,6+ D= M, + Z,01Q,0+ D - M| Z0) .
j=1

Here, for each ¢ ;€ C, we let

€ = max{e’ : Qj(t)+e’ SMj},for allt=1,2,...

The values of {e¢, ..., ex } exist for they can be generated from a feasible
redirection decision. Therefore, we get the bound as follows:

K K
> IE{ %[Qj(t +1)—- Mj]2|Z(t)} <Y max(M?.¢?) £ B.
Jj=1 j=1

Thus, the theorem follows. []

Definition 4.5 (Drift Plus Penalty). We define the drift plus penalty
(DPP) expression on slot t:

DPP(t)=AZ(@)+V -E[CH|Z(®)], 11

where V' > 0 is a parameter that represents the weight on how much
we emphasize CPRT Minimization.

We combine CPRT minimization with the virtual queue stability
problem, which indicates controllers’ capacity constraints. We further
bound the DPP expression in Eq. (11) with the following theorem.

Theorem 4.3. We bound the value of DPP(t) as follows:

AR 0;(n)
DPPW < B +E{V - Y ¥ X,0[D(AGD. ) + ——]
J

i=1 j=1 @
K Nv.x.@

+6- Y 0,0} ———+7,0)] )Z(t)},
j=1 i=1 J

where B' = B+ Y| Z,(0[Q,() —a; -6 — M;].

Proof. Substitute Egs. (2), (3), (4), and Inequality (10) to Equality (11),
and the result follows. []

Algorithm 1: Analysis Scheme for CMP

Input: Time slot interval §, weighted parameter V, capacity
constraints of controllers {M,, ..., Mg}
Output: Redirection decision X ()
1 for the start of each time slot t € {1,...,T} do
2 Get Q(t), and update Z(1).
3 Get the packet-in requests arrival rates A(t) perceived
during the previous time slot.
Construct a new instance of RDP.
Get the current redirection decision X(¢) by solving the
program in the new instance of RDP.

uoh

Rather than directly minimize the DPP expression in Eq. (11), our
strategy aims to minimize the bound provided by Theorem 4.3. We
describe the analysis scheme for CMP in Algorithm 1. In Step 1-3,
the algorithm makes redirection decision at the start of each time slot,
when the leader controller learns the system states, i.e., Q(t), A(?). In
Step 4, we construct an instance of redirection decision problem (RDP),
which attempts to minimize the upper bound given in Theorem 4.3 and
is presented as follows:

0;(0)

i=1 j=1 aj
X Nv.Xx,0

+6- Y 0,0y ———+ 7,0 (12)
j=1 i=1 J

Jj=

N K
min V- > X,(0[DAD. ) +

Xij ()

|

K

st DX 0=1, Vi
j=1
X, € (0,1}, Vi,j.

In Step 5, we get the redirection decision, i.e., X(t), by solving RDP.
However, the objective function in Eq. (12) is nonlinear, for the values
of {0,(t),...,0x(t)} are related to X(f). In the next section, we try to
study RDP using three different algorithms, which provide the optimal
or approximate solutions to the problem.

Theorem 4.4. The gap between the online decision provided by our anal-
ysis scheme and the offline optimal result is at most O(1/V'). Furthermore,
we can ensure that the time average of each waiting queue length Q_J is not
over M;.

Proof. For a better flow of this paper, we move the proof to Ap-
pendix A. [

5. Algorithms for redirection decision

In this section, we address redirection decision problem (RDP)
using three different algorithms. We start by converting RDP to a
mixed integer program (MIP) problem, which can provide the optimal
solution to the problem. Following that, we propose two approximation
algorithms, which are much efficient than the above one. For faster
running speed, we greedily make an initial redirection decision, and
recursively optimize it with the multiple knapsack problem. To pursue
a constant approximation ratio, we resort to submodular optimization.

5.1. Optimal solution using MIP

RDP has quadratic terms in the objective function, and standard
linear program approaches cannot be used. However, we can apply
standard linearization techniques to obtain an MIP formulation, which
only consists of linear objective function and constraints. We denote
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Algorithm 2: RDP-MIP Algorithm for RDP

Algorithm 3: RDP-G Algorithm for RDP

Input: Waiting queue length Q(t), packet-in requests arrival
rates A(t), virtual queue length Z(¥)
Output: Redirection decision X ()
1 Linearize the program in RDP by involving new variables with
constraints expressed in Inequation (13), (14), and (15).
2 Get the redirection decision X(#) by solving the MIP after
substituting new variables into RDP.

the algorithm using MIP as RDP-MIP, and describe it in Algorithm 2.
In Step 1, we introduce a set of new {0, 1} variables as follows:

Y0 < X;;(0, 13)
Yy;(0) < X5(0), 14
Yi;(0 2 Xi;(0+ X0 — 1, (15)

where i,/ € {1,...,N},j € {1,...,K}. We observe that Y;;;(?) is equal
to one, if and only if both X;;() and X,;(r) are set to one; otherwise,

it will be zero. Furthermore, it is obvious that X; (0 =Y, ®. Thus, we
reformulate RDP as an MIP, which is presented as follows:
0,
V. t [D A(D), j) + ]
LD l; iy O | DA, )+ -
K N N )
+5- 23 Y 4 [ L Z, 00
j=1i=11=1 %
K
s.1. Z Y, =1,
j=1
Y;(0 € {0,1}, X;;(1) € {0,1}, Vi, l,j

13), a4, (15).

Existing LP solvers can be directly used to solve an MIP. These solvers
mainly apply branch-and-bound techniques and are primarily fit to
small-scale scenarios. In the next two subsections, we aim at solving
RDP in large-scale instances. We attempt to pursue high time-efficient
algorithms with bounded approximation ratios to the optimal solution.

5.2. Algorithm with recursive optimization

We reorder the terms in RDP, and construct it in a more understand-
able way named as transformed RDP (TRDP):

N K N K
min ;JZX,I(:) Cost(i. j) + ;;X,J(t) 0(0) (16)
5.t ZX,-j(t)=1, vi,j a7
j=1

X,;(0) € (0.1}, Vi.j.

The expressions of Cost(i, j) and 0;(t) in TRDP are presented as follows:

L. 0,0
v [pai. +
J

Cost(i, j) = ] +6- Z,(0A0), (18)

N
6-V

0}(1) =

ij

=

The underlying insight of TRDP is that we consider two types of
cost, when redirecting a switch’s (s;) packet-in requests to a controller
(c ), Or namely, setting the value of the decision variable (X; j(t)) to one.

Definition 5.1 (Type-one Cost). The type-one cost, denoted as Cost(i, j),
only relates to the system parameters, i.e., the communication delay
between controllers, and the known instantaneous system states, ie.,
o), Z(t), and A(1).

Input: Waiting queue length Q(t), packet-in requests arrival
rates A(t), virtual queue length Z(¢)
Output: Redirection decision X ()
1 Reconstruct the terms, and transform RDP into TRDP.
2 For switch s; and controller ¢;, compute Cost(i, j).
3 Get the initial redirection decision X (¢) using the strategy
expressed in Equation (19).
4 f < 0. Construct a instance of MKP using X(©(¢), and get
XU +D(1) by solving the new instance.
5 impr_ratio < the improvement ratio of X)(¢) to X©(¢) in
terms of the objective function for TRDP in Equation (16).
6 while impr_ratio > a predefined threshold do
7 f < f + 1. Construct MKP using X)(¢), and get X/ *+D(¢)
by solving the MKP.
8 Update the value of impr_ratio.

o return X(z).

Definition 5.2 (Type-two Cost). The type-two cost, denoted as 0}(1), has
relation to the decision variables, i.e., X(f).

The values of the type-one costs can be thought as constants when
we solve TRDP. However, the values of the type-two costs are varied as
the decision variables change, and thus cannot be viewed as constants.
When redirecting packet-in requests to a same controller c;, all switches
share an identical type-two cost GJ’ (t), while the type-one cost for each
switch is unique, e.g., Cost(i, j) for s;.

Using the implication of TRDP, we propose the greedy algorithm
with recursive optimization, which is denoted as RDP-G in Algorithm
3.In Step 3, XOt) = {ij.’)(z)u €{l,...,N},j € {l,...,K}} is the initial
redirection decisions, each of which is expressed as follows:

1.j = argmin[Cost(i. ) - C;]
XV = J (19)
J
0 ,else,

_ 1LyN 1
where C; = 2 I G

The intuition of the initial redirection
decision is the following: for each switch, we aim at assigning the
controller with the minimum type-one cost, yet keeping an eye on the
effects of other switches.

In Step 4, we construct an instance of the multiple knapsack prob-
lem (MKP) [51] with the following two steps. First, substituting X© (1)
into Eq. (1), we obtain the aggregated arrival rates of switches for a
controller, e.g., c;, as follows:

N
0\ = ; XD 04,0, (20)

Second, we substitute Eq. (20) into TRDP, and get the following
integer linear program (ILP):

N K 5 VeV +y)
}r(nin ZZXU(I) Cost(i, j) + —/) 21
(71— 1/ a;

ZX,-j(t):l, Vi

j=1

N

3 X0 - 1,0 <000 + 7. Vi, @2)

i=1
where y > 0 is the maximum violation of the aggregated arrival
rates of packet-in requests for each controller, compared to the initial
redirection decision, i.e., X©(#). We add Constraint (22) to limit the
aggregated arrival rates for a controller. In this way, we can get the
upper bound of the type-two cost for each controller, and use this
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S 82 83

A =15 4,=3 =1

Fig. 3. A toy example for Algorithm 3.

bound to acquire an improved solution. The value of the cost term
in Eq. (21), i.e., Cost(i,j)+5-V(B;O)+y)/aj, is only a constant. Thus, the
above ILP can be viewed as an instance of MKP, whose optimal solution
is denoted as X (z).

In Step 6, we recursively construct a new instance of MKP based
on the current solution until the improvement ratio of the objective
function for TRDP in Eq. (16) is within a predefined threshold, and
obtain the final redirection decision.

Toy example. In Fig. 3, we provide a toy example to illustrate Al-
gorithm 3. s, is directly connected to ¢, while s, and s; are connected
to ¢,. We list @, O, Z, and 4 in the figure. Besides, D(1,2), 6, and V are
set to one. Using Algorithm 3, we get Cost(1,1) = 3, Cost(2,1) = 5.5,
Cost(3,1) = 3.5, Cost(1,2) = 6, Cost(2,2) = 9, and Cost(3,1) = 5, and
derive that C; = 0.400 and C, = 0.239. According to Eq. (19), X,;, X5,
and X3, are set to one, and total cost in Eq. (16) becomes 17.7, while
the cost of default setting, where X|,, X,,, and X3, are set to one, is
19.95. Moreover, we use MKP to further optimize the result, and set
y =2 in Eq. (21). Consequently, X, X,;, and X3, are set to one, and
the cost of the optimized result becomes 16.7.

Obviously, X¥(t) is a feasible solution to the new instance of
MKP, so that XV(¢) is superior to X©(t) in terms of the objective
function in Eq. (21). Even though we cannot ensure that X(¢) is a
more optimal solution to TRDP compared to X ©(¢), we will show that
the approximation ratio of the initial redirection decision, i.e., X O,
is already a constant in the following theorem. We denote C,,, as
max{C,,...,Cg}, and C,;, as min{Cy,...,Cxg}.

Theorem 5.1. For RDP-G, the approximation ratio of the initial redirec-
tion decision, i.e., XO(t) is bounded by (1 + n)[1 + 6 - V max{A(1)}C,,0y),
where 14+ n = C,,5./Cpin:

Proof. For a better flow of this paper, we move the proof to Ap-
pendix B. []

5.3. Algorithm using submodular optimization

In this subsection, we try to use techniques in submodular optimiza-
tion to solve RDP. The following analysis is based on the transformed
expression in TRDP, which has been discussed in Section 5.2.

First, we define a type of set functions called supermodular.

Definition 5.3 (Supermodular). Let W be a finite set of elements
(ground set). A set function f : 2% — R is called supermodular if
for all subsets A, B C W with A C B and every element e € W\B, it
holds that

f(AU{e}) - f(A) < f(BU{e}) - f(B).

Next, we introduce the way to construct the ground set and set
function for our problem, respectively.

Definition 5.4 (Ground Set). The ground set W is defined as W =
{e11s---se1ks €5 e s €K - €N, oo s ey ). The subsets W, and W,; are
denoted as {e;;,...,e;x} and {ey;, ...ey;}, respectively, for i € {1,...,
N}andje({l,..,K}.

Algorithm 4: RDP-SO Algorithm for RDP
Input: Waiting queue length Q(t), packet-in requests arrival
rates A(t), virtual queue length Z(¢)
Output: Redirection decision X ()
1 Construct the set function f(U) and ground set W.
2 Get X(t) by the algorithms for maximizing the non-monotone
submodular function, i.e., f (U) = f — £(U), subject to
matroid constraints.

Definition 5.5 (Set Function). we define the set function of the problem
as follows:

K
f(U)=ZC(e)+ 5~V{ Z{IUnW.jI~
Jj=1

ecU

Y e}

eeUnW,;

(23)

+ {]1(|UnW,-.|=O)-P}},

where U C W, c(e;;) = Cost(i, j), Ae;j) = 4,(1)/aj,
function, and P is a penalty factor.

1(+) is an indicator

To obtain a redirection decision, we select a subset of W, which is
denoted as U, and set the corresponding decision variables in U to one.
For example, if we let U = {e;, e, }, then setting X,,(r) = 1 and X,,(t) =
1. Furthermore, Constraint (17), which ensures a feasible solution, can
be formulated as a partition matroid constraint, e.g., |U N W,,| < 1.

Theorem 5.2. The set function f(U) is supermodular.

Proof. For a better flow of this paper, we move the proof to Ap-
pendix C. [

We denote the algorithm using submodular optimization as RDP-
SO, and describe it in Algorithm 4. In Step 2, we let f(U) = fub_ £ (U),
where f“ indicates an upper bound to the highest possible value of
f(U), such that f (U) is a non-negative, non-monotone and submodular
function. Moreover, we would like to obtain its maximum value in an
efficient way. The problem mentioned above has been well-studied in
theoretical computer science, which can be seamlessly involved into
our algorithm. Thus, we obtain the following theorem.

Theorem 5.3. Algorithm 4 provide a solution to RDP with the approxima-
tion ratio, i.e., fSOL/fOPT > p, where p can be 0.372 in [52].

Theorem 5.4. For a set U C W and a switch s; € S, if the condition
|U nW,,| =0, holds, we can derive that

fW)> fUule}), VeeW,, (24)

when the penalty parameter, i.e., P, is large enough.

Proof. In the case that U has no element in W,,, we note that the
penalty term in f(U) will have a non-zero value. Thus, we can choose
P large enough. In this way, picking any element in W, will cause a
decreasing of f(U). Therefore, In Eq. (24) holds for the case that the
penalty parameter, ie., P, is large enough. []

Theorem 5.4 shows that the set function defined in Eq. (23) tends
to the minimal value, when the subset U maps to a feasible solution
to TRDP. Furthermore, if U achieves the minimum value of the set
function, U will correspond exactly to the optimal solution to TRDP.

6. Discussion
Communication between controllers. A redirected packet-in request

goes the other controller first and then comes back to its own con-
troller. Our network model in Section 3.1 captures the communication
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delay between controllers ¢;, and ¢;, with D(j;, j,). However, real net-
work deployment has more constraints on the communication between
distributed controllers. Network providers usually divide the global
network into small network domains, and deploy multiple controllers
in a domain. Real-time network states are shared within one domain,
and cannot easily shared across network boundaries. Thus, a packet-in
request cannot be processed by a controller in other network domains.
Though two controllers in different network domains have an in-band
connection, the communication delay of the two controllers is manually
set to infinity.

Packet loss is another issue on the communication between con-

trollers. Temporary network congestion drops redirected packet-in re-
quests, and the dropped requests suffer a long response time. Thus,
the control plane loses the benefits of redirection even though some
controllers are lightly loaded. To relieve the effect of unstable network
condition, we dynamically configure the communication delay between
two controllers. If a packet is dropped between two controllers, we
will increase the communication delay between them, which avoids
consequent redirection. When the network condition becomes stable,
we set the communication delay to the normal value.
Buffers in controllers. In practice, a controller has finite buffers,
and packet-in requests will be dropped when the buffer violates the
controller’s capacity. The optimization based on the DPP expression
in Eq. (11) combines CPRT minimization with the stability of con-
trollers’ virtual queues. We use parameter V to adjust the proportion
of the two objectives. During runtime, a controller reserves some extra
buffers to cope with the instantaneous violation of buffer capacity. We
need to make a trade-off between the size of the reserved buffers and
the value of parameter V. For example, if the reserved buffers are
sufficient, parameter V' can put more emphasis on CPRT minimization.
We experimentally study the choice of parameter V in Section 7.3.

The central controller monitors the queue length on each time slot.

The instance of CMP obtains the real-time queue length and updates
the redirection decision. Though the capacity constraint is in the time
average format (Definition 4.1), the redirect decision is based on the
real-time queue length. Consequently, the online optimization scheme
provides a fine-grained control over the queue length of buffers in
controllers, and avoids the instantaneous violation of buffer capacity.
Benefit for edge networks. Packet-in request redirection is suitable for
load balancing of controllers in edge networks. The inter-connectivity
of integrated edge-cloud environments varies from wireless links with
limited bandwidth and transmission distance in the edge layer, to
powerful cellular area and backbone networks in the cloud layer [53].
When an edge controller is overloaded, we can redirect packet-in
requests of an edge device to cloud controllers. Note that the size of
a packet-in request is small (128 Bytes), and the bandwidth overhead
between edge and cloud networks is marginal. On the contrary, neither
dynamic controller assignment nor flow redirection in the data plane is
fit for edge networks. For dynamic controller assignment, an edge de-
vice cannot arbitrarily assign to another edge controller, for the delay of
wireless connection has a large variance. Thus, the assignment of edge
devices and controllers is tightly bound after initial deployment. For
flow redirection in the data plane, flow redirection occupies valuable
bandwidth resource in wireless edge networks.
Request redirection to multiple controllers. Redirecting packet-in
requests to multiple controllers incurs extra performance overhead. A
controller needs to divide the packet-in requests into multiple parts,
e.g., partitioning with hashing. The partitioning needs to deserialize
packet-in requests, which is time-consuming. In contrast, when redi-
recting all packet-in requests to a single controller, some flexible NICs
can directly forward a packet based on its header fields without packet
deserialization. Consequently, request redirection to a single controller
is more lightweight. Recently, SmartNICs supported by data processing
units (DPUs) can execute more complex operations. Those SmartNICs
may accelerate the request redirection to multiple controllers. We will
consider this situation in future work.

7. Evaluation result

In this section, we first introduce our approach to implementing
a controller prototype based on Floodlight [26] to support packet-
in request redirection. Then, we conduct simulations to verify the
performance of our proposed algorithms with three other algorithms.

7.1. Simulation setup

Implementation. Our implementation of packet-in request redirection
uses Floodlight [26], an easy-to-extend controller in Java. Using the
SyncManager module provided by Floodlight, we enable multiple
Floodlight controllers to behave as a distributed control plane and coop-
eratively handle network events. Furthermore, we force the Floodlight
controller to process LLDP packets that are not generated by itself,
such that we can detect the links between two switches, which are
not assigned to a same controller. When the packet-in requests need
to be redirected between two controllers, we set up a network channel
with pre-allocated network buffer, which is kept active and carefully
maintained in a customized time interval to reduce extra setup time
for subsequent request redirection.

Topology and testbed. We conduct our simulations on the two wide-
used topologies, ie., fat-tree [54] and VL2 [55]. For fat-tree, the
network consists of 8 pods and possesses 80 switches and 128 hosts in
total. For VL2, the degree of intermediate switches (D;) and the degree
of aggregate switches (D) are set to 20, and thus the network possesses
130 switches and 100 racks with three hosts each. We deploy 10 con-
trollers in the network for network events handling, and the processing
rate of each controller is 18k packet-in requests per second [31], which
is sufficient to accommodate the peak of total packet-in requests from
all switches. One switch is statically assigned to one controller.

For edge networks, we use the MANIAC mobile ad hoc network
in [56], which contains 14 nodes (edge devices). We deploy 10 edge
controllers and 1 cloud controller. The processing rate of an edge
controller is 4k packet-in requests per second, while that of a cloud
controller is 18k packet-in requests per second. The total processing
capacity of edge controllers is sufficient to process all flows in the
networks. The cloud controller can help all edge controllers to process
temporarily overloaded requests. The connection between an edge
device and its assigned controller is wireless, while the connection
between an edge controller and the cloud controller is wired.

We run experiments on three cloud servers with 32 GB of RAM and
32 physical cores. We construct the topologies using Mininet [57] in
a desktop PC, and serve cloud servers as controllers. We deploy four
controller instances in one server. Consequently, controllers in a same
server have low delay, while those in different servers suffer long delay.
System parameters and settings. We set the duration of a time slot,
ie., &, to five minutes, considering that the packet-in requests arrival
rates slightly change in that time period. Besides, we extend § to
20 minutes for RDP-MIP in VL2 for the fast growing scale of MIP. The
distribution of packet-in requests arrival rates follows the data captured
in the real-world data center [15]. Moreover, the system perceives the
instantaneous arrival rate for each switch, and updates the values in
A(t) every five minutes.

7.2. Comparison algorithms

We not only compare our algorithms, ie., RDP-MIP, RDP-G, and
RDP-SO but involve three other comparison schemes. (1) SM: The static
matching (SM) scheme, where the association between controllers and
switches is fixed. We consider the results of SM as the baseline. (2)
SMT: Wang et al. [21] proposed a controller load balance scheme
named as stable matching with transfer (SMT), where a switch can dy-
namically change its associated controller. (3) GFRD: Wang et al. [24]
considered flow redirection in the data plane to achieve the same goal
in [21], and presented the greedy flow redirecting (GFRD) algorithm.
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7.3. Performance comparison

Average CPRT. Our simulation results show in the worst case (largest
number of flows), RDP algorithms can reduce average CPRT by 81.7%
compared to SM, with similar effects to SMT and GFRD. Figs. 4(a) and
4(b) show that average CPRT of RDP algorithms, SMT, and GFRD fluc-
tuates slightly, while that of SM linearly increases with the number of
flows. Since SM does not execute workload balancing, some controllers
suffer from requests overload at the peak of requests arrival rate.
Moreover, we observe that on average RDP-MIP outperforms RDP-G
and RDP-SO by 46.1% and 28.4%, respectively.

Maximum waiting queue length violation ratio. We specify the
values of capacity constraints of waiting queues {M,, ..., Mg} within
the range of 100 MB to 400 MB at random. Our simulation results show
that RDP algorithms can well control the backlog in each controller
without seriously violating the capacity constraints. Figs. 5(a) and
5(b) show the maximum waiting queue length violation ratios of RDP
algorithms are around 3% smaller than those of SMT and GFRD. This is
because SMT and GFRD operate load balancing on all controllers and
neglect the capacity difference.

Maximum link utilization. We represent RDP-AVG as the average
value of maximum link utilization for RDP-MIP, RDP-G, and RDP-SO.
Our simulation results in Figs. 6(a) and 6(b) show that the increasing
ratio of maximum link utilization of RDP algorithms is less than 8%
compared to SM in both fat-tree and VL2. For the cases that the
numbers of flows are small, the impact of packet-in request redirection
is negligible. It is because the packet-in messages only carry the first
128 Bytes of the table-miss flows, and cost little link resource overhead
in the network.

Weighted parameter and running time. Fig. 7(a) shows that the
tradeoff between average CPRT and the maximum waiting queue length
violation ratio can be achieved by varying the weighted parameter V.
We observe that the decline rate of average CPRT slows down as V
increases, so that we can select a moderate value of V, e.g, around
three. Fig. 8 shows that on average the running time of RDP-G and
RDR-SO is less than five seconds, however, that of RDP-MIP rapidly
increases as the scale of the MIP expands. Therefore, RDP-MIP is not
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Fig. 6. Maximum link utilization of all links with packet-in request redirection.
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suitable for use as the number of switches exceeds 100. In this case,
RDP-G and RDP-SO can efficiently obtain a solution and are of practical
use.

Controller capacity constraints. We let the distribution of controller
capacity constraints, i.e., {M|,..., Mg}, comply with the normal distri-
bution, of which the mean is 200 MB, while the variance is a variable
and within the range of [0, 35]. Fig. 9 shows that the maximum waiting
queue violation ratios for RDP-MIP, RDP-G, and RDP-SO are on average
1.09, 2.22, and 1.56, respectively. Thus, RDP algorithms can provide
accurate control on packet-in request redirection to meet the capacity
constraints of controllers.
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7.4. Performance in edge networks

Average CPRT. Fig. 10 presents the average CPRT in edge networks.
RDP algorithms can reduce average CPRT by 76.7% compared to SM
in the worst case. The average CPRT of SMT and GFRD goes up with
the increase of the number of flows. For SMT, the switch-controller re-
assignment enlarges the communication delay between an edge device
and its assigned controller. For GFRD, the flow redirection in the data
plane needs extra hops in the wireless network, which takes 43.7% more
time compared to RDP algorithms.

Maximum link utilization. Our simulation results in Fig. 11 show
that RDP-AVG has little overhead of bandwidth usage. The connection
between an edge controller and the cloud controller is wired, and the
request redirection between them occupies little bandwidth resources
of the wired connection. However, the increasing ratio of maximum
link utilization of GFRD is 19.6% compared to the RDP algorithms.
GFRD requires more bandwidth resources to reroute flows in the data
plane, and the flow redirection aggravates the utilization of the wireless
links in the edge.

8. Conclusion

The key novelty of this paper is on studying the first scheme
for CPRT minimization using packet-in request redirection. The key
contribution of this paper is building the packet-in request redirection
model, developing an online framework, and implementing a controller
prototype for packet-in request redirection. The key technical depth
of this paper is in involving Lyapunov optimization into online redi-
rection decision making and proposing two approximation algorithms
using the greedy strategy and submodular optimization. Our simulation
results show that our proposed algorithms reduce average CPRT by
81.6% compared to static matching, and achieve a 3x improvement in
maximum waiting queue length violation ratio compared to the related
works on CPRT minimization.
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Appendix A. Proof of Theorem 4.4

Proof. Assuming the distribution of A(¢) is known, we consider X*(t) as
the offline optimal result, which is the optimal solution to the problem
of minimizing the expectation of overall CPRT on slot #, such that
E[C()] = C*. We denote Q*(t) as the queue backlogs for X*(#). Our
algorithms attempt to minimize the objective function in RDP, and thus

AZ@)+V -E[CO]
K

<B4V -C 4 ) Z,0)-EIQ+ 1) - M)|Z(1)]
j=1

<B +V.C* (25)

Note that X*(¢) is a feasible solution, so that E[(Q;?’ t+1)-M)|Z@®] < 0.
Add up In Eq. (25) from t = 1 to T, and divide V - T at the both sides:

T T
1 1 B .
T Z{ AZ@W)+ ; E[CO] < 5 +C". (26)

Since L(Z(0)) =0 and L(Z()) > 0, we imply that
1 - B
T Z} E[C(H] < C* +

1=

Therefore, we prove that the gap between our online decision and the
offline optimal result is at most O(1/V).

For the time average of each waiting queue Q_j, we first bound the
Lyapunov function using In Eq. (26):

L(Z(T) <T(B' +V -C*).
Furthermore, we can derive that
E[Z}(T)] <TB +V-C*.

Therefore, we get the lower and upper bounds of E[Z 01T

0 <ELZ;(D/T < ,/E[Z}(T)]/T <V(@B +V-CHT.

When T — oo, we have limsupy_,, E[Z;(T)]/T = 0, which infers our
target, ie., 0, <M, using Theorem 4.1. [J

Appendix B. Proof of Theorem 5.1

Proof. For the redirection decision in Eq. (19), we use shorthand to
represent its type-one and type-two costs:

Z Z X“”(t)Cosz(z N, B= Z Z X(O)(t)b”(t)

i=1 j= i=1 j=

We denote SOL as the value of the objective function derived from
the initial redirection decision, and specifically, SOL is equal to A+ B.
Moreover, we define another greedy redirection decision as follows:

1,j = argmin Cost(i, j)

XI.’.(t) = J
J

0 ,else,

and its type-one costs as A’ =

Zl 12 l[X/ ®)Cost(i, j)].

Lemma B.1. Given 1+n = C,,,./C,,;,, the ratio of A to A’ is within 1+7,
thatis, A/JA" <1+n.

Proof. Since the initial redirection decision is greedily selected based
on Cost(i, j) - C;, we have

K N K N
> Y xJw[Costi - ;] <Y z X},(0) [Costi, j) - C}].

j=1i=1 j=
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Extracting the term of C; in above inequation, we obtain

N N K
0 P PR
Coin z{ Z Xi(j)(t)Cost(t, 7)< Chan 2{ 2{ X],()Cost(i, j).
i=1 j=1 i=1 j=

We imply that A/A’ < C,,,./Cyin = 1 +1, and the lemma holds. [J

We denote OPT as the optimal solution to RDP. Note that OPT >
A’, and we can bound the approximation ratio as follows:

SOL/OPT < SOL/A' <(A+ B)/A’.

Lemma B.2. Ratio B to A is within 6 - V max{A(t)}C,

max*

Proof. Using the definition of B, we derive that

1 Oy ©
B=56- VZ s ;IZ;X OX,) @) - 4y
N N

<5V Z al(z xPw) Z X2+ 4(0)
j=1 =1

J =1
K N
<6V max{A(n) Z{i (X X))
= %=

K

N
<6V max{A@®)} - Z{ai ZX,-(,(-»(’)C‘”’("J) Z Cost(l 7 }
; i=1

Jj=1 i=1

K N

<6V max{A(t)} Z{ Y x)0)Cost(i, ) - C; }
j=1

<6 -V max{A@®)}C,, A

i=1

The inequation (x) is caused by the Cauchy Schwarz’s inequality. This
completes the proof. []

Combining Lemmas B.1 and B.2, we have

SOL/OPT <(A+B)/A <(AJA")- (145 -V max{ A1)} Cppay)
<A +m(1+6-Vmax{A®)}C,

max )

Thus, the theorem follows. []

Appendix C. Proof of Theorem 5.2

Proof. We assume that A C B C W, and there exists a new
element e € W\B. We denote E(e, A) as the event, that the value of
Zfi LA N W,,| # 0) keeps unchanged after adding the element e, and
express it formally as follows:

N N
2 LIANWLI£0)= Y L({AU (e}} n Wi| #0).
i=1 i=1
Namely, when E(e, A) happens, an element in W;,, where the element e
is, has already been selected by A. On the contrary, we denote E(e, A)
as the event that the value of Zf\:’ | L(|AnW,,| #0) is incremented by
one after adding the element e. Similarly, we define E(e, B) and E(e, B)
for the set B with the same meanings as E(e, A) and E(e, A).

We denote the marginal return of adding the element e to the subset
A as Af(e|A) = f(A U {e}) — f(A). For each ¢; € C, the mathematical
formula of the switches associated with ¢; can be presented as U n
W.;. Thus, for the corresponding switches in U n W,;, we express the
summation of their type-two costs as follows:

K

g = UAW,l- Y o).

j=1 ecUnW,

Combining {E(e, A), E(e, A)} with {E(e, B), E(e, B)}, we have four
conditions to discuss.

Condition One. E(e, A) A E(e, B). In this case, both events incur
identical type-one cost increments. Whereas the type-two cost incre-
ments for set A and set B are different, we present the gap of marginal
returns for set A and set B as follows:

Af(elB) = Af(elA) = 5-V{ [s(B U (e)) - g(B)
~ g4 U e - g }.
Specifically, the value of marginal return for g(U) is

Wl Mep)+ Y, Ae). @7

eeUUW,;

gUu {eij})_g(s) =|Un

For a new element ¢;; € W, the first part of RHS in Eq. (27) is the cost
increment for already selected elements. Note that, only the elements
within U n W, j have cost increment, and the costs of the rest remain
unchanged. The second part is the type-two cost for the new element.

Assuming A C B, we have [AnW,| < |BnW,;|. Furthermore,
we can derive (AnW,;) C (BN W,;), and thus

g(BU {e;;)) — g(B) > g(AU {e;;}) — g(A).

The supermodularity of f(U) is proved in the condition one.

Condition Two. E(e, A) A E(e, B). In this case, Af(e|B) is as same
as that in the condition one, while Af(e|A) has a little difference, and
is expressed as

Af(elA)=5-V[s(Au e]) - g(a)] - P.

where P is a penalty parameter. The penalty value will be added to
the cost, whenever the intersection of U and W, is empty. Namely,
the current selected set U is not a feasible solution to TRDP, when P
is attached to the objective function. Using the result in the condition

one, we infer that
Af(elB) 23V [s(AU e]) - g(A)]

205" V[g(AU {e})—g(A)] — P =A4f(e|A).

The supermodularity of f(U) is proved in the condition two.
Condition Three. E(e, A) A E(e, B). In this condition, both Af(e|B)
and Af(e|A) have the term of P, specifically,

Af(eIA)=5-V[g(AU{e})—g(A)] - P, 28)

Af(elB)=5-V[g(BU () - g(B)] - P. (29)

Removing the term of P in Egs. (28) and (29), we see that this condition
is analogous to the condition one.

Condition Four. E(e, A) A E(e, B). Assuming A C B, we assert that
this condition can never happen. []
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